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PART ONE:  OVERVIEW3
I.  CONTEXT OF INFORMATION TECHNOLOGY
IN TRADE FACILITATION
By Florian A. Alburo
Introduction
It is almost taken as a matter of definition that information technology (IT) is an
integral part of trade facilitation (TF), the objective of which is to expedite the movement,
clearance and release of goods, including goods in transit.  Yet, for many developing and
least developed countries, IT remains a distant but desirable goal.  Although there are
many and varied reasons behind this situation, it is not the purpose of this chapter to lay
them out.  However, there appears to be some confusion regarding IT in TF.  The common
perception is that adopting automation for trade transactions automatically leads to speedier
movement of goods and people.  This is tantamount to a mechanistic way of looking at IT.
This type of confusion is clearly misplaced.  After all, the installation of computers, software
and other peripherals provides only the instruments for TF and there is no immediacy to
improvements in efficiency and reduction in transactions costs.  Recall the “productivity
paradox” associated with the use of IT in the industries of the United States.
But the counter-claim is that calls for the use of IT have not really been in isolation
from the larger set of needs the trading system requires.  What is evident, however, is that
the  IT  message  is  forthright  while  its  associated  ingredients  are  either  ambiguous  or
simply taken for granted.  Of course, these always turn out to be long lists of requirements
compared  to  the  technical  specifications  that  go  with  IT  implementation  that  are  often
ready, either off-the-shelf or packaged.  Without understanding and appreciating the larger
set of components to an effective IT in TF, its impact may be more limited and Governments
unable to capture its optimal benefits relative to costs.
The purpose of this chapter is to clearly define the context of IT in TF and delineate
its environment.  The argument is that the importance of the IT context cannot be overlooked
and may even be critical to its successful application to a country’s trading system.  Moreover,
it is not just the identification and delineation of this context but of indicating the possible
sequencing of the various elements that compose that context without necessarily exhausting
them.  Section A discusses the various external forces affecting IT in TF.  An external
impetus to IT would come from the practices followed by the international trading system,
and agreements that countries enter into as well as other Conventions.  Section B examines
the internal factors that are essential to the IT environment.  These are the ones that are
supposed to be country-driven and have to be undertaken within the country concerned.
In section C, the implications for an inclusive IT in TF are discussed.  Section D draws
some conclusions about how to determine the “IT for TF” readiness of trading systems and
how to fit the IT tasks into such a setting.4
A.  External forces affecting adoption of information technology
in trade facilitation
The increasing amount of global trade has not only necessitated the transmission
of information in electronic format and the broader use of IT among traders, but also its
extension to trade authorities, regulators and others involved in the entire logistics chain of
international commercial transactions.  The use of IT in information exchange of trade
transactions reduces errors as the same data are transmitted while also minimizing the
need for re-entry of similar information for multiple parties involved in transactions, and
increases the efficiency of trade.  This is especially true given the finding that a typical
trade transaction involves an average of 30 parties, 40 documents, 200 data elements and
re-encoding of 60-70 per cent of all data elements at least once.
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The use of an electronic medium for information, documents, and submission of
forms and paperwork in trade transactions is only a natural course that is driven by more
trade (volume) and more countries.  Although part of the necessary factors in TF, this is
not a deliberately facilitative measure.  After all, the use of an electronic medium is not the
same as the automation of trade transactions by which is meant the real-time exchange of
electronic-based  information.    Indeed,  for  many  trade  regimes,  manual  information  is
electronically  encoded,  stored  and  transmitted,  but  it  may  be  used  more  for  creating
databases.
2 Apart from this modality, specific external forces exist that have influenced the
adoption of IT in TF.
One very important impetus to adopting IT in TF is the Revised Kyoto Convention.
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The original Kyoto Convention came into force in 1974.  The subsequent rapid expansion
of international trade, among other reasons, necessitated a review of the Convention and,
in 1999, the RKC was unanimously adopted.  However, the Convention has to be ratified
by at least 40 members of the World Customs Organization (WCO) in order to become
effective.  The Convention was open for signature for one year (June 1999 to June 2000)
following which the members of WCO (Contracting Parties) acceded to the Convention by
notifying WCO after national steps had been completed.  But it was only in February 2006
that the RKC was finally ratified (World Customs Organization, 2006).
Aside from the expansion of world trade, the increasing use of information technology,
the need to reduce technical barriers to trade (which included restrictive customs procedures)
and overall customs modernization were the reasons for the RKC.  The IT part of the RKC
1 This fact (the origin of which is difficult to trace) involves not just the trading part of international
transactions but starts from the first step of international commerce (e.g., purchase order).  Independent
surveys give comparable results such as the export of rice from Thailand involving 24 documents and
15 parties (Keretho, 2009).
2 Some  of  the Association  of  Southeast Asian  Nations  member  countries  that  still  do  not  have
automated customs systems that require electronic keying of data, which are then stored in databases
such as the Centre for International Economics and the Society for the Advancement of Technology
Management in the Philippines (2006).
3 International  Convention  on  the  Simplification  and  Harmonization  of  Customs  Procedures
(as amended).  See www.wcoomd.org/Kyoto_New/Content/content.html.5
is the focus of the following discussion.  It comprises two major parts – the General Annex
and the Specific Annexes.  The body of the Convention and the General Annex are binding
on the part of all Contracting Parties and constitute the minimum requirements.  There is
no  requirement  for  all  the  specific  Annexes  to  be  accepted  and  WCO  members  can
choose the Annexes that they accept.
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Of the 600 standards and recommendations contained in the RKC, 120 are in the
General Annex and are therefore the minimum to which the WCO Contracting Parties are
bound.    These  include  standards  and  recommendations  for  clearances  and  customs
formalities, duties and taxes, security and guarantees, controls, information technology,
customs  relationship  with  third  parties,  information,  decisions  and  rulings  supplied  by
customs, and appeals in customs matters.  According to those customs authorities that
have acceded to RKC, the 120 binding provisions have general applications across most
customs procedures.
The  provisions  of  the  RKC  identify  standards  and  transitional  standards.    The
Convention requires the implementation of the standards within 36 months after ratification
while transitional standards provide for implementation within 60 months after ratification.
In addition, the Convention does not limit the implementation measures only to customs
but  includes  all  other  national  notifications,  decrees,  administrative  orders  and  other
instruments.
General Annex Chapter 7, “Application of Information Technology”, appears to be
too innocuous to have any substantial significance.  Yet, its importance cannot be understated,
especially  if  undertaken  by  customs  authorities  as  a  gateway  for  goods  in  and  out  of
a given territory.  Here three standards are specified.  The first provides that customs use
information technology to support customs operations when it is cost-effective for customs
and trade.  Note the condition “when it is cost-effective...” in order to use IT.  In situations
where IT is to be used, the conditions for its application are specified by customs.  This
implies that in Customs Administrations where the volume is not enough for using IT, the
RKC standard is not applicable.
The  second  standard  concerns  the  introduction  of  computer  applications.    The
RKC  provides  that  customs  will  use  relevant  internationally-accepted  standards.    The
experiences in the application of IT for customs operations has had two distinct directions
– one where application designs have been tailored to specific customs territories and one
where there are off-the-shelf designs to be adopted by customs authorities.  The customs
IT programs for Malaysia and Singapore are examples of tailored designs while the adoption,
by Nepal and Bangladesh, of the Automated Systems for Customs Data (ASYCUDA) are
examples of the latter.  It is probably not so much the notion of internationally-accepted
standards as a reference but the standard procedures followed in customs administration.
Standardized procedures (which occupy the major parts of the General Annex) can form
the basis for the design of IT that can conform to internationally accepted standards.
4 Note that there is a substantial difference between the General Agreement on Tariffs and Trade,
1994, and the RKC, with the former requiring all agreements to be binding, i.e., World Trade Organization
agreements are considered to be a single undertaking.6
The final standard relates to the use of electronic commerce (e-commerce) methods
to satisfy documentary requirements.  The RKC requires that national legislation provide
for  this,  including  the  use  of  electronic  methods  in  addition  to  paper-based  means  for
authentication.  Customs has a right to retain information for its own use and exchange the
information, as appropriate, with other Customs Administrations and other legally approved
parties through e-commerce techniques.
Operationally,  the  RKC  makes  the  use  of  IT  binding  if  it  is  found  to  be  cost-
effective.  The authorities then have 36 months in which to implement it, using e-commerce
techniques and applications that meet internationally accepted standards or, appropriately,
by following customs procedures that are standardized.
Fifty-six Contracting Parties have acceded to the RKC (as of February 2006) with
only seven from Asia (Azerbaijan, China, India, Republic of Korea, Mongolia, Pakistan and
Viet  Nam).    They  were  bound  by  the  provisions  of  the  General Annex  and  thus  had
36 months in which to implement all the standards set in the RKC.
Another external force that has triggered the consideration of using IT for TF is the
World Trade Organization (WTO) negotiations for TF itself.  The Ministerial Statement of
the  Doha  Round  bound  the  negotiations  around Articles  V,  VIII  and  X  of  the  General
Agreement  on  Tariffs  and  Trade  (GATT)  1994.    When  looking  at  the  many  proposals
submitted  for  consideration  in  the  TF  negotiations,  it  becomes  clear  that  they  include
several measures that are not procedural or directly intended to automate the array of
activities related to the movement of goods across national boundaries.  What do these
proposals therefore suggest about the direction for TF and where does IT fit into it?
First, the clarifications surrounding Articles V, VIII and X implicitly admit that many
of  the  existing  environments  for  trade  in  developing  countries  and  LDCs  have  to  be
improved through reforms.  Through these articles the proposed reforms aim to strengthen
the underlying specific principles of WTO as well as the more general principle of universal
access to information and related factors that affect the movement of traded goods.  In
particular, these proposals are meant to transform a trade environment from one of uncertainty
to one of a calculable risk, i.e., thus enhancing predictability.  As a start, it is not so much
the procedures or the documents required but rather knowing what these are through their
wide publication, the provision of sufficient lead time to traders before enforcement, the
application of rules and requirements, and simple clarification of terms.  The message of
these proposals is that accessible information is conducive to a facilitated trade.
Second, the proposals also aim at ensuring greater transparency of procedures
and requirements for a speedier movement of goods crossing national borders.  These
include clear and transparent processes for appeal in disputes concerning traded goods,
clear specification of fees and charges (and the satisfaction of more specified provisions of
Article  VIII)  connected  with  imports  and  exports,  objective  criteria  for  classification  of
goods (following universal standards), and a review process (as well as consultations with
affected parties) for the rules, regulations, documentation and procedures.  The message
of  these  proposals  is  that  the  more  transparent  the  conditions  faced  by  goods  when
crossing borders, the faster they move.7
Third, the proposals are intended to reduce the magnitude of discretion on the part
of border officials in decisions regarding the disposition of goods as they enter national
territories.  One critical way to do this is to tighten rules, and make them transparent and
widely known (the points made above).  Both a policy and bureaucratic level of setting
rules, procedures, documentation and review are meant to raise governance at the borders.
At the policy level, there is no doubt that fewer, if not a single, tariff rates leave little room
for discretion in terms of goods classification and thus payment of duties and taxes.
5 At
the bureaucratic level, the prohibition of payment of unpublished fees and charges can go
a long way to minimizing discretion; conversely, clear specification of penalties and charges
reduce under-the-table negotiations.  The message of these proposals is that tightening
rules and lessening the room for discretion on the part of border officials potentially saves
revenues for governments and unnecessary expenses on the part of traders while at the
same time increasing the speed at which goods move when entering national territories.
Table 1 provides an indication of whether the measures proposed for inclusion in
a future WTO Agreement on Trade Facilitation can be transformed into electronic format,
automated, and whether they need to be further specified.  The list of measures is based
on Annex  E  of  the  Ministerial  Declaration  of  the  Sixth  Ministerial  Conference  of  WTO
(2005),  which  contains  a  summary  of  the  various  proposals  that  clarify  and  improve
Articles V, VIII and X as reported by the Negotiating Group on Trade Facilitation (NGTF).
Measures proposed under Article X (Publication and Administration of Trade Regulations)
are covered by parts A to F, while those proposed under Article VIII (Fees and Formalities
Connected with Imports and Exports) and Article V (Freedom of Transit) are dealt with in
parts G to L and M, respectively.
Of the more than 60 proposed measures, only about 20 per cent allude to the need
for IT application.  TF measures can be in electronic format, which allows wider dissemination
(e.g., through the Internet) and readily downloadable.  Such measures need not be part of
an  automation  process  referring  to  procedures  that  goods  go  through  in  moving  into
national territories.  TF measures under “For automation” mean they can be integrated into
formal procedures for bringing goods into or out of territories as final points or in transit.
Finally,  TF  measures  under  “Lack  specification”  include  those  that  need  to  be  further
specified in order to ensure that they result in greater predictability, transparency or reduce
the amount of discretion on the part of border officials.
5 This point is based purely on the effects on governance and discretion on the part of government
officials and not on whether a single or uniform tariff rate is optimal from the point of view of production
incentives or protection.  See Amiti, 2004.8
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s own finding.13
Between these two external forces driving IT in TF, the WTO proposals appear to
be more detailed and specific than the generic type of standards that are found in the
RKC.  Both, however, point to the need for IT to be used in the process of pursuing trade
facilitation.   Although  differences  may  often  be  found  between  the  two  forces,  what  is
important  are  the  directions  for  the  trade  regimes.    First,  the  RKC  force  is  specific  to
Customs Administrations  and  it  moves  national  legislation  to  align  domestic  laws  and
regulations with the standards stipulated in the Convention.
Second, to the extent that the proposed TF rules in the WTO negotiations on trade
facilitation lead to their adoption and translation into legally binding commitments, WTO
member  countries  would  not  only  be  required  to  comply  with  them  but  could  also  be
brought  before  dispute  settlement  bodies.    This  partly  explains  apprehensions  among
developing countries about the proposed IT-related measures and what undue obligations
they may impose.
Third,  the  IT  directions,  at  least  in  the  WTO  negotiations,  clearly  point  to  two
directions:  (a) the use of an electronic medium for data storage, information dissemination,
public notification of rules and regulations, and information sharing among border agencies;
and (b) the eventual automation of customs and trade procedures for speedier clearance
and release of goods.
Fourth, the RKC provides for a sufficient period for WCO Contracting Parties to
implement the standards and transitional standards required in the General Annex.  Similarly,
it is anticipated that there will provisions for special and differential treatment, capacity-
building and technical assistance in the rules that may evolve out of the trade facilitation
negotiations in WTO.  Both forces therefore recognize the need for ample preparation on
the part of developing countries in the area of IT for TF.
Finally, while the RKC measures appear to be aimed at specific elements of processing
goods at the borders as well as the international standards needed, the results of the WTO
negotiations, even if confined to the three relevant GATT articles, may have to be sifted
and organized to achieve optimal synergy among TF procedures.
B.  Internal forces affecting adoption of information
technology in trade facilitation
In  addition  to  external  forces  that  move  countries  to  use  IT  in TF  (and  assure
international standards), there are internal forces that equally trigger IT use.  It is not easy
(and  may  not  make  sense)  to  exhaustively  define  what  these  latter  forces  are.    For
example, it can be argued that a fundamental foundation for a successful and efficient
computerized movement of goods procedure is the extent of automation taking place in
the rest of the economy and not just among the agencies with which traders deal.  In the
case  of  those  agencies  directly  involved  in  goods  movement  itself,  if  only  their  trade
function is automated and the rest of agency operations are not, any efficiency gains are
going  to  be  short-lived.    More  pointedly,  without  concomitant  changes  in  the  whole
“automation culture”, faster movement of goods is more difficult to achieve.  A study of IT14
in customs administration in Singapore showed that it was part of a larger effort to automate
the entire government machinery and not just the customs (Economic and Social Commission
for Asia and the Pacific, 2002).  Indeed, this approach later led to the networking of other
agencies dealing with trade into a single window that is now being replicated in the other
member countries of the Association of Southeast Asian Nations (ASEAN).
Within the national economy it would be useful to consider the forces that exist
within customs administration and related border agencies as well as those other forces
that equally influence the emergence of an “automation culture”.  The broad frame for the
adoption of IT in TF by customs would be under the rubric of customs modernization,
which underlies many components that are related to the adoption of IT.  Other national
forces can be found in the promulgation and practice of electronic commerce (e-commerce),
and the evolution of institutions, both in the public and the private spheres that provide the
associated forces.
1.  Customs modernization
A modernized customs regime is characterized as using IT for the administration of
its procedures as well as being interactive with other border agencies and transparent in
its operations.  However, behind these characteristics is a more modern customs law that
sheds  archaic  requirements  of  the  past  such  as  100  per  cent  inspection,  voluminous
documentation and extended storage.
6 In its place is fast release of goods (targeting only
a small fraction of goods for inspection), minimum documentation and efficient movement
of goods.  These are the hallmarks of the RKC.
Several  countries  in  Asia  have  revised,  amended  or  completely  changed  their
customs laws in order to recognize the need for modernization.  How far these changes go
can be appreciated by the fact that customs laws are often one of the oldest laws in most
countries  as  they  regulate  the  movement  of  traded  goods  that  has  been  going  on  for
centuries.  The mission and function of customs have changed from originally acting as
gatekeeper and collector of trade taxes to newer functions of facilitating the movement of
goods.   This  means  eschewing  strict  controls  on  facilitation  or,  more  accurately,  using
modern control techniques combined with facilitation.  Many variations of these changes
are evident in Asia.  For example, among the ASEAN countries, only Indonesian, Malaysian
and Vietnamese customs authorities continue to patrol borders as part of their mandates
(Centre for International Economics and the Society for the Advancement of Technology
Management in the Philippines, 2006).  The other ASEAN countries have relinquished
border security functions.  The creation of a new agency in Singapore, the Immigration
and  Checkpoint Authority,  partly  resulted  from  a  major  shift  in  the  Singapore  customs
authority giving up border security and concentrating on “behind-the-border” enforcement.
On the other hand, some customs authorities have included the collection of excise taxes
on traded goods as part of their functions.  Only the Lao People’s Democratic Republic,
Myanmar and the Philippines do not collect excise taxes.  The collection of trade statistics
has been added to customs functions in Cambodia, Thailand and Viet Nam.
6 See Mikuriya, 2005, for a discussion of the importance of customs legislation as part of customs
modernization.15
Most countries in the Asian region have revised or are in the process of revising
their customs laws to incorporate new developments in procedures and documentation of
trade transactions, among others.  The content of these laws varies across countries in
terms of details and scope.  What can be observed is that while modern procedures are
finding their way into revisions of customs laws, others are not integrated into their specific
provisions.  Nor are there common standards in publication and effectiveness of these
laws.  Prominent evidence of modernization is the availability of customs websites on the
Internet.  Yet the information available on these sites is not uniform across countries.  For
example,  some  of  the  sites  do  not  contain  flowcharts  of  procedures  (for  imports  and
exports)  and  the  associated  tariffs  for  goods.    Others,  on  the  other  hand,  even  have
downloadable forms for filing of declarations and other documentation necessary to conducting
business with customs.
Two of several characteristics of customs modernization are institutional changes
that facilitate trade and, at the same time, strengthen controls.  Reducing the number of
cargo inspections does not mean abandoning safeguards to ensure the appropriate collection
of revenue and protecting national security.  It means shifting the effort on the part of
customs  authorities  from  on-site  evaluations  to  other  means.    A  modernized  customs
authority applies risk management principles in administering procedures, which are obviously
not expected to be laid out in customs laws.  However, the procedures that reflect them
are the legal instruments available to customs authorities.  The establishment of a post-
clearance audit (PCA) as an integral part of customs functions is an important component
of customs modernization.  A PCA has to be legally embedded in customs law, which
define what it means, how it is to be carried out, the measures associated with it, sanctions
for violations, provisions for appeals and dispute resolutions, customs behaviour in practicing
PCA etc.  Also, in an electronic environment, how documentation is to be handled forms
part of the PCA.
The other related characteristic is the process of customs valuation.  Changes in
customs law invariably incorporate how goods are to be valued and how customs takes
them into account.  The GATT Agreement on Customs Valuation clearly defines the various
ways  of  valuing  trade  products  as  they  enter  customs  territories,  what  steps  customs
authorities are to take when declarations of valuations are made, alternative courses of
action in cases of inconsistent information plus many other specific processes.
The Singapore Customs Act (1960 with 17 amendments up to 2003) illustrates the
incorporation of PCAs in an electronic age where the law allows any document, list, receipt
or statement to be served or submitted by electronic means (section 86[1] of the Act).  At
the same time, the law also indicates what rules are to be followed when conducting an
audit of declared cargoes including the rights of declarants.  Customs valuation is incorporated
in most customs laws but with different degrees of detail.  Compare, for example, the Thai
Customs  Law  (Thai  Ministerial  Regulation  132,  B.E.  2534  under  the  Customs  Act,
B.E.  2534) with Cambodia’s draft law on customs (Chapter III, Article 21).
There are other modern customs procedures compliant with the RKC that need to
find their way into revised customs laws.  After all, changes in the way customs conduct
cargo  processing  partly  reflect  functional  shifts  from  controls  to  trade  facilitation.    For16
example, provisions that allow for pre-arrival lodgement (RKC General Annex [GA] 3.25),
advanced ruling, methods of duty payments (GA 4.6) etc. adhere to RKC standards.  The
RKC standards for customs behaviour should ideally be given in the customs laws; e.g.,
goods declaration checked soon after registration (GA 3.30), coordinated inspection with
other  agencies  (GA  3.35),  incomplete  goods  declaration  allowed  (GA  3.13)  and  many
others.
Selective  physical  cargo  inspections  are  implemented  across  most  territories  in
Asia but not all employ systematic risk assessment methods.  Instead, certain targets are
defined (e.g., 20 per cent of all entries are to be examined) based on other criteria such as
when  products  are  part  of  the  ASEAN  Common  Effective  Preferential  Tariff  (CEPT).
Alternatively,  customs  authorities  accredit  and  provide  special  processing  schemes  for
certain traders (e.g., Malaysia’s “Golden Client”, Thailand’s “Gold Card”, the Philippines’
“Super Green Lane”, Indonesia’s “Cargo Fast”, ASEAN’s “CEPT” Lane etc.).
Further evidence of these characteristics of customs modernization is the continued
adherence to, and acceleration of customs integrity, indicating a frontal effort to contain if
not reduce corruption in border transactions.  There is no shortage of declarations at the
international and national levels.  The WCO’s “Arusha Revised Declaration on Integrity in
Customs”  provides  the  international  framework  and  guidelines  for  countries  (along  10
principles).    Some  countries  have  drawn  up  Codes  of  Conduct  for  customs  including
regular training on anti-corruption (e.g., Brunei Darussalam’s “Quality Control” as well as
the  Codes  of  Conduct  of  Indonesia  and Thailand).    Other  customs  authorities  provide
rewards,  special  awards  and  salary  schemes,  bonuses  and  legalized  incentives  funds
either in actual legislation or with the aim of promoting integrity (e.g., the Lao People’s
Democratic Republic, Myanmar, the Philippines and Viet Nam).  These integrity considerations
are either integral to the country’s customs laws or are separate pieces of legislation.  With
a  customs  authority  that  focuses  more  on  facilitation,  faster  movement  of  goods  and
reliance on modern means, there is no doubt that integrity questions will become more
outstanding and therefore need to be carefully balanced.
Tables 2 and 3 summarize what customs modernization means across some selected
countries  in  Asia.
7 Table 2 is a summary of customs laws in these countries and their
progress in revision or amendments.  Nearly all have changed their laws to conform to
modern practices.  Table 3 provides an illustrative comparison of customs websites and
their content related to these practices.  Although neither table is exhaustive, the trend
appears to be that customs authorities are realizing the importance of adjusting to the
global environment of greater trade volumes, faster and synchronized movement, and the
provision of better and timelier information.
7 Tables 2 and 3 are modified versions of Tables II.9 and II.10 in Centre for International Economics
and Society for the Advancement of Technology Management in the Philippines, 2006.17
Table 2.  Customs laws in some Asian countries




Bangladesh Customs Act 1969
Brunei Darussalam Customs Act 1984 Yes
Cambodia Law on Import and Export Goods 1989 Yes
Taxation
India Customs Act 1962 Yes
Indonesia Customs Law Number 10/1995 1995 Yes
Lao People’s Customs Law 1994 Yes
Democratic Republic
Malaysia Customs Act/Custom Duty Act 1967/1978 Yes
Myanmar Sea Customs Act/Land Customs 1878/1924; last Yes
Act amended in 1990s
Philippines Tariff and Customs Code of the 1999 Yes
Philippines
Singapore Customs Act 1960/2003 No
Sri Lanka Customs Act Number 10 1983
Thailand Customs Law 1926/2000 Yes
Viet Nam Customs Law 2001 Yes
Table 3.  Information on some Asian customs websites
Customs
Declaration English




Brunei Darussalam www.customs.gov.bn √
Cambodia www.customs.gov.kh √√ √ √ √
India www.cbec.gov.in √√ √ √ √ √
Indonesia www.beacukai.go.id √√ √ √





Philippines www.customs.gov.ph √√ √
Singapore www.customs.gov.sg √√ √ √ √
Sri Lanka www.customs.gov.lk √√ √ √ √ √
Thailand www.customs.go.th √√ √ √
Viet Nam www.customs.gov.vn √√ √18
2.  Electronic commerce
When  commercial  transactions  (including  international  trade)  are  carried  out
electronically, it is important that they are legally recognized as being similar to manual
transactions.  Thus, there must be legislation that has the effect of legal recognition of
electronic records (data messages and electronic communications), the same legal effect
as writing or as an original record, and the legal effects of electronic signature.
The application of IT to trade transactions – for commercial purchases and sales of
goods and services, and for transactions with government agencies in the course of goods
declaration, the acquisition of licences and permits, the payment of duties and taxes, the
clearance of cargoes and their release from records of storage – involves actual effects
that mimic writing, creating records and files, and signatures affixed to the transactions.
This  falls  within  the  purview  of  electronic  commerce  (e-commerce),  which  may
include  buying,  selling,  marketing,  distributing  and  servicing  of  products  and  services
through electronic means such as the Internet and other computer networks.  It is the
electronic application to commercial transactions and a national law would be needed to
provide a legal basis for these transactions.
There are many concerns regarding the promulgation of an e-commerce law.  One
of the most important of these is the use of an electronic signature to signify agreement to
terms and conditions of transactions, submission of forms and applications, concurrence
with liabilities and debt instruments etc.  Even more importantly, an electronic transaction
must be able to authenticate an electronic signature as attributable to the owner as well as
ensure the integrity of contracts.
8
How important is an e-commerce law to the use of IT in TF? It is obvious that
electronic  submissions  of  customs  declarations  involve  transactions  between  traders
(or their agents) and government authorities.  The various messages exchanged between
customs and clients (e.g., the acknowledgment of submission and tagging of a transaction
number) need to be recognized as legitimate transactions with a legal basis.  A modern
customs  law  that  allows  electronic  submissions  and  wider  IT  will  require  a  legal  basis
which will have to come from a broader legislation.  Thus, an e-commerce law legitimizes
all electronic transactions, including those with government agencies.
The use of electronic or digital signatures to recognize submissions, the protection
of the privacy of data and personal (or trader) information, and other security concerns all
are an integral part of ecommerce.  The authentication of signatures may require the use
of public key infrastructure and other means to legitimize the transactions.  As fraudulent
and deceptive electronic practices increase, e-commerce laws may have to be made more
comprehensive, which will also affect (protect and promote) the integrity of IT in TF.  On
the  other  hand,  a  customs  law  that  uses  electronic  means  for  transactions  without
8 E-commerce laws simply recognize digital signatures; however, the integrity of the recognition
requires a more elaborate security set-up in order for the law to be credible.19
a concomitant legal basis may not be effective and will therefore make traders hesitant
such a system.
Many countries in Asia have started to enact e-commerce laws in order to provide
a legal basis for electronic transactions, including those in customs.  However, there is
substantial unevenness with regard to what is covered and how encompassing they are to
transactions with government entities.  In Asia, the ASEAN member countries apparently
are the most advanced in e-commerce legislation.  Table 4, which compares the status of
e-commerce laws in ASEAN between 2004 and 2007, shows that four of the countries had
already enacted e-commerce laws as early as 2004.
Table 4.  E-Commerce legislation in ASEAN
Country 2004 2007
Brunei Darussalam Enacted Enacted
Cambodia None Draft
Indonesia None Draft






Viet Nam None Enacted
Source: United Nations Conference on Trade and Development, 2007.
Although half of the ASEAN member countries had no e-commerce laws in 2004,
but by 2007 all had either enacted such a law or had completed a draft law.  The pace at
which these laws were considered and legislated can, in part, be explained by the efforts
at  the  regional  level  to  provide  a  platform  for  accelerating  the  e-commerce  legislation
process.    ASEAN  is  the  first  regional  organization  in  the  developing  world  to  have
a harmonized e-commerce legal framework across jurisdictions.  Following an ecommerce
initiative in 1999, the member countries entered into an e-ASEAN Framework Agreement
to establish an ASEAN Information Infrastructure.  Two national milestones were part of
the agreement – enactment of domestic legislation to provide legal recognition of electronic
transactions (cyber laws) by the end of 2008, and facilitation of cross-border electronic
transactions and the use of digital signatures.
Other efforts are underway in Asia towards harmonizing e-commerce laws.  The
South Asian Association  for  Regional  Cooperation  is  carrying  out  its  Harmonization  of
E-Commerce Laws and Regulatory Systems in South Asia, and the Pacific Islands Forum
has  its  Cyber  Laws  Strategy  as  part  of  its  Pacific  Plan  for  regional  cooperation  and
integration.  Yet, individual countries have also paid attention to legislating ecommerce20
laws such as Nepal’s Electronics Transaction Act, 2006 and India’s Information Technology
(Amendment) Bill.
While table 4 appears to indicate that ASEAN is close to having unified e-commerce
laws,  the  content  and  coverage  differ  across  the  member  countries.    Some  parts  of
e-commerce are not covered by some laws.  Table 5 shows the extent of these differences
across the ASEAN countries














regulation  regulation  resolution
Brunei None None Enacted None Enacted Enacted Enacted Enacted None
Darussalam
Cambodia None None None None None Enacted Enacted Draft None
Indonesia Draft Draft Draft None None Enacted Draft Draft None
Lao PDR None None None None None Planned None Draft None
Malaysia Enacted Draft Enacted Enacted Enacted Enacted Enacted Enacted None
(voluntary)
Myanmar None None Enacted None Enacted Planned None Enacted None
Philippines Enacted None Enacted/ Draft None Enacted/ None Enacted Enacted
draft draft
Singapore None Enacted Enacted Enacted Enacted Enacted None Enacted None
(voluntary)
Thailand None Draft Enacted Planned None Planned None Enacted Planned
Viet Nam None None Enacted None None None Enacted Enacted None
Source: ASEAN E-commerce Project, Survey of Cyber Laws in ASEAN (internal project materials),
ASEAN secretariat and Galexia, October 2005 (updated August 2007).
Table 5 shows that there is no uniformity in the coverage of the e-commerce laws
in ASEAN.    This  is  unlikely  to  take  place  immediately  as  the  member  countries  have
different perspectives on these specific components.  However, in the case of the most
important component, electronic contracting, more than half have enacted the necessary
provision in their e-commerce legislation, with the remaining members committed to eventually
enacting it.  This part of e-commerce law is crucial to concluding contracts as it incorporates
the recognition of electronic and digital signatures.
There are other associated concerns regarding e-commerce laws but not particularly
pertinent to customs modernization.  These include jurisdiction of electronic transactions
(i.e., which court oversees appeals and disputes concerning customs decisions), taxation,
international transfers of personal data as well as others that deal with global electronic
transactions.  Only the minimum parts of the e-commerce laws are actually important to
customs modernization using IT.  What is necessary is ensuring that the use of IT will not
be any different, in legal terms, from manual transactions and paperwork in transactions
with customs authorities.21
C.  Implications
The previous sections describe the various forces, both external and internal, that
have prodded developing and least developed countries to adopt IT in their international
trade transactions.  The developing countries of Asia have also adopted the use of IT in
varying degrees but all in the name of facilitating trade.  Crucial among these are the
measures on the table of the WTO NGTF.  Once these are accepted as binding obligations
on the part of WTO members, they may have limited choices in terms of carrying them out.
However, it is also true that there are inherently important merits to the use of IT, especially
on the part of border authorities (customs in particular).  As countries modernize their
customs organizations they cannot avoid the need for computerization and automation of
transactions with international commercial stakeholders.  On the other hand, as pointed
out in the previous section, there must be associated legislation so that electronic transactions
in  general,  and  with  government  authorities  in  particular,  provide  the  necessary  legal
recognition.
The question that follows from adopting IT in transactions with customs authorities
is whether this will have an even impact on the traders and other stakeholders, or whether
this will have distorting effects on the development and evolution of small-scale traders,
i.e., small-scale exporters and importers, relative to their larger counterparts.  More pointedly,
it is important to understand the larger development impact of IT in TF, i.e., on the part of
small and medium-sized traders.  After all, many of common objectives of widening and
deepening  international  commerce  in  development  are  the  prospects  of  drawing  more
small-scale traders into mainstream global commerce.
Implicit in some of the measures being proposed at the WTO level is the removal
of institutional wedges between world markets and domestic entrepreneurs.  For example,
among the measures related to formalities connected with importation and exportation is
the elimination of pre-shipment inspections and the phasing out of the mandatory use of
customs brokers.  The former goes against the very idea behind the Agreement in Customs
Valuation, which not only sets the sequential procedures for valuing traded products but
would effectively lead to their lower landed prices.  The standards suggested in the WCO
Framework of Standards to Secure and Facilitate Global Trade (SAFE) would allow other
ways of securing similar information than the traditional pre-shipment inspection facilities.
On the other hand, the proposed phasing out of the use of customs brokers needs
to be seen in the light of the wider availability of the Internet in conducting trade transactions
with government border authorities.  As the Internet is seen as a veritable democratizing
instrument that allows wide access to electronic commerce, it is only fitting that traders are
able to deal directly with customs and other agencies in an electronic environment.  In
addition,  as  specific  components  in  the  use  of  the  Internet  increase  security,  enhance
interoperability  with  other  peripherals  and  result  in  protocol  languages  becoming  more
standardized,  the  Internet  becomes  the  reference  for  trade  transactions.    There  is  no
doubt that if the more dedicated electronic vehicles remained, it would be difficult for small
establishments to access the electronic environment.  Again, the idea behind the WTO
measure is that it would facilitate trade and further reduce transaction costs on the part of22
traders.  Indeed, as the speed of Internet facilities increases and the cost continues to
decline, transaction costs of using electronic means will decrease and benefit everyone,
both in the trading and the non-trading communities.
The  answer  to  whether  the  removal  of  these  wedges,  coupled  with  the  other
positive  elements  supportive  of  electronic  transactions,  will  actually  lead  to  significant
benefits can only be found by understanding the changes empirically.  In the development
language, the inclusive effects of IT in TF need to be explored.
Several  points  have  to  be  considered  in  any  evaluation  of  these  issues.    For
example, there may be other benefits that traders derive from using customs brokers or
even pre-shipment inspection facilities that they would have to forgo when dealing directly
with customs and other agencies through the Internet.  For some, the transaction costs
may even increase while not for others.  Small-scale importers and exporters may not be
computerized,  given  their  low  volumes,  and  they  prefer  to  outsource  transactions  with
governments.
Small-scale traders may require capacities that not usually associated with their
normal activities, e.g., production of commodities that are not technology-intensive.  Their
sizes may not be sufficient to undertake direct electronic transactions even through the
Internet.    However,  this  does  not  mean  they  are  not  computerized  in  terms  of  billing,
accounting and other office operations.
Other factors may exist that will provide preferential treatment for large-scale traders
as they use electronic means for their transactions.  Many customs modernization programmes
include the designation of preferred customers and clients for faster services based, for
example, on the volume of transactions.  While this will encourage traders to expand their
trade, consolidate with other traders or undertake systematic joint ventures, it may also be
discouraging.
If  the  use  of  IT  by  small  and  medium-sized  traders  actually  leads  to  speedier
movement of their exports and imports, reductions in their transaction costs in terms of
cutting down the time involved in dealing with government agencies, and the elimination of
their  need  for  other  unnecessary  operations  including  bad  governance,  it  would  mark
progress in a more inclusive trading regime.  In addition, it would make sense to target IT
in TF towards wider involvement.  The forces that have been identified in this chapter only
alter an environment accustomed to using to manually operated systems.
D.  Conclusion
The context of IT in trade facilitation can be traced to several forces, both within
developing countries and outside, through various international Conventions and institutions.
While global trade may have necessitated electronic means for conducting international
commerce, this does not immediately mean that transactions between government authorities
and the trading establishment are automated.23
However, the drive for modernizing customs, changing standards for customs to
conform to an increasingly automated global trade, and the WTO agenda to attend to
trade facilitation through binding measures and obligations have essentially set the stage
for considering IT in TF.  Setting standards and “best practices” consistent with an electronic
environment ensures that transaction costs are minimized while maximizing the flow of
trade.
Recognizing  the  trend  towards  IT  for  not  only  global  but  domestic  commercial
transactions has also encouraged governments to provide a legal mantle for electronic
commerce.  Efforts to legislate e-commerce laws have helped traders to increase their use
of IT.  In tandem with revisions of customs laws to allow electronic transactions to substitute
for manual and paper-driven operations, these laws have helped set the stage for IT in TF.
How much these efforts have changed the climate for supporting if not reducing the
disadvantages that small-scale traders face in the international trading arena needs to be
systematically studied and empirically documented.  Because of the increasing use and
declining costs of Internet facilities as a medium for electronic transactions, there are also
questions that likewise need empirical answers.  For example, can existing institutions that
have traditionally facilitated trade be abolished and traders be allowed to deal directly with
government  institutions  to  clear  goods,  secure  necessary  formalities  and  reduce  their
transaction costs?  It may be important to define the mechanisms by which IT in TF has an
impact on traders, especially small and medium-sized businesses, and how the context of
IT in TF, described in this chapter, influences their behaviour.24
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